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Introduction  
The	
  purpose	
  of	
  this	
  guide	
  is	
  to	
  provide	
  a	
  known	
  working	
  configuration	
  of	
  wireless	
  client	
  authentication	
  
using	
  certificates	
  via	
  the	
  EAP-­‐TLS	
  authentication	
  method.	
  	
  This	
  guide	
  will	
  specifically	
  focus	
  on	
  the	
  
configuration	
  of	
  the	
  FortiAuthenticator,	
  FortiGate	
  and	
  Windows	
  7	
  needed	
  to	
  get	
  this	
  access	
  to	
  function.	
  

Audience  
This	
  guide	
  is	
  written	
  for	
  network	
  administrators	
  who	
  understand	
  the	
  following	
  concepts:	
  

1. FortiOS	
  
2. FortiAuthenticator	
  
3. EAP-­‐TLS	
  

Prerequisites  
1. FortiAuthenticator	
  3.1	
  GA	
  
2. FortiOS	
  5.2	
  
3. Windows	
  7	
  SP1	
  (with	
  support	
  for	
  EAP-­‐TLS)	
  

FortiAuthenticator  
Creating  a  Local  CA  
In	
  this	
  environment,	
  the	
  FortiAuthenticator	
  will	
  act	
  as	
  the	
  sole	
  certificate	
  authority	
  for	
  all	
  certificates	
  
authenticated	
  for	
  client	
  access.	
  	
  To	
  enable	
  this	
  functionality	
  on	
  the	
  FortiAuthenticator,	
  a	
  self-­‐signed	
  root	
  
CA	
  certificate	
  must	
  be	
  generated.	
  	
  This	
  can	
  be	
  done	
  via	
  the	
  following	
  steps:	
  

1. Log	
  into	
  the	
  FortiAuthenticator	
  via	
  the	
  webGUI	
  
2. Navigate	
  to	
  “Certificate	
  Management	
  |	
  Certificate	
  Authorities	
  |	
  Local	
  CAs”	
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Figure	
  1.	
  –	
  Screenshot	
  of	
  Local	
  CAs	
  section	
  in	
  FortiAuthenticator	
  
	
  

3. Click	
  “Create	
  New”	
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Figure	
  2.	
  –	
  Screenshot	
  of	
  “Create	
  New”	
  button	
  in	
  FortiAuthenticator	
  
	
  

4. Complete	
  the	
  information	
  in	
  the	
  fields	
  pertaining	
  to	
  your	
  organization	
  (example	
  in	
  screenshot	
  
below)	
  

	
  
Figure	
  3.	
  –	
  Screenshot	
  of	
  completed	
  form	
  to	
  generate	
  self-­‐signed	
  Root	
  CA	
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5. Confirm	
  that	
  you	
  have	
  received	
  successful	
  acknowledgement	
  once	
  the	
  form	
  has	
  been	
  
completed	
  

	
  
Figure	
  4.	
  –	
  Screenshot	
  of	
  successful	
  acknowledgement	
  of	
  creation	
  of	
  root	
  CA	
  from	
  
FortiAuthenticator	
  
	
  

	
  
Figure	
  5.	
  –	
  Entry	
  of	
  root	
  CA	
  in	
  FortiAuthenticator	
  

Creating  a  Local  Services  Certificate  
In	
  order	
  for	
  the	
  FortiAuthenticator	
  to	
  use	
  a	
  certificate	
  in	
  mutual	
  authentication	
  (supported	
  by	
  EAP-­‐TLS),	
  
a	
  local	
  services	
  certificate	
  has	
  to	
  be	
  created	
  on	
  behalf	
  of	
  the	
  FortiAuthenticator.	
  	
  This	
  can	
  be	
  
accomplished	
  via	
  the	
  following	
  steps:	
  

1. Navigate	
  to	
  “Certificate	
  Management	
  |	
  End	
  Entities	
  |	
  Local	
  Services”	
  

	
  
Figure	
  6.	
  –	
  Screenshot	
  of	
  “Local	
  Services”	
  location	
  in	
  FortiAuthenticator	
  
	
  

2. Click	
  “Create	
  New”	
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Figure	
  7.	
  –	
  Screenshot	
  of	
  “Create	
  New”	
  button	
  for	
  “Local	
  Services”	
  
	
  

3. Complete	
  the	
  information	
  in	
  the	
  fields	
  pertaining	
  to	
  your	
  organization	
  

	
  
Figure	
  8.	
  –	
  Screenshot	
  of	
  completed	
  form	
  for	
  “Local	
  Services”	
  certificate	
  used	
  by	
  
FortiAuthenticator	
  
	
  

4. Confirm	
  that	
  the	
  recently	
  created	
  certificate	
  exists	
  in	
  the	
  “Local	
  Services”	
  certificate	
  list	
  

	
  
Figure	
  9.	
  –	
  Screenshot	
  of	
  the	
  “Local	
  Services”	
  list	
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Configuring  RADIUS-­‐EAP  on  FortiAuthenticator  
In	
  order	
  for	
  the	
  FortiAuthenticator	
  to	
  present	
  the	
  newly	
  created	
  “Local	
  Services”	
  certificate	
  as	
  its	
  
authentication	
  to	
  the	
  client,	
  the	
  RADIUS-­‐EAP	
  must	
  be	
  configured	
  to	
  use	
  this	
  certificate.	
  	
  To	
  do	
  this,	
  
follow	
  the	
  procedure	
  listed	
  below:	
  

1. Navigate	
  to	
  “Authentication	
  |	
  RADIUS	
  Service	
  |	
  EAP”	
  

	
  
Figure	
  10.	
  –	
  Screenshot	
  of	
  the	
  EAP	
  section	
  in	
  FortiAuthenticator	
  
	
  

2. Select	
  the	
  corresponding	
  “Local	
  Services”	
  certificate	
  in	
  the	
  “EAP	
  Server	
  Certificate”	
  section	
  |	
  
Choose	
  the	
  Local	
  CA	
  certificate	
  previous	
  configured	
  in	
  the	
  “Local	
  CAs:”	
  section:	
  

	
  
Figure	
  11.	
  –	
  Screenshot	
  of	
  EAP	
  Services	
  section	
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3. Click	
  “OK”	
  to	
  save	
  the	
  configuration	
  

Configuring  RADIUS  Client  on  FortiAuthenticator  
The	
  FortiAuthenticator	
  has	
  to	
  be	
  configured	
  to	
  allow	
  RADIUS	
  clients	
  to	
  make	
  authorization	
  requests	
  to	
  
it.	
  	
  To	
  do	
  this,	
  follow	
  the	
  procedure	
  listed	
  below:	
  

1. Navigate	
  to	
  “Authentication	
  |	
  RADIUS	
  Service	
  |	
  Clients”	
  

	
  
Figure	
  12.	
  –	
  Screenshot	
  of	
  “Clients”	
  (RADIUS)	
  in	
  FortiAuthenticator	
  
	
  

2. Click	
  “Create	
  New”	
  

	
  
Figure	
  13	
  .	
  –	
  Screenshot	
  of	
  “Create	
  New”	
  button	
  for	
  the	
  “Clients”	
  (RADIUS)	
  section	
  in	
  
FortiAuthenticator	
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3. Complete	
  the	
  applicable	
  information	
  for	
  your	
  RADIUS	
  server	
  (example	
  in	
  screenshot	
  below):	
  

	
  
Figure	
  14.	
  –	
  FortiAuthenticator	
  RADIUS	
  Client	
  configuration	
  screenshot	
  
*Please	
  Note:	
  EAP-­‐TLS	
  is	
  the	
  only	
  EAP	
  type	
  selected	
  to	
  prevent	
  fallback	
  to	
  a	
  less	
  secure	
  version	
  
of	
  authentication	
  if	
  a	
  certificate	
  is	
  not	
  presented	
  by	
  the	
  client”	
  
	
  

4. Click	
  “OK”	
  to	
  save	
  the	
  configuration	
  

Configuring  Local  User  on  FortiAuthenticator  
The	
  authentication	
  of	
  the	
  client	
  will	
  be	
  tied	
  to	
  a	
  user	
  account	
  on	
  the	
  FortiAuthenticator.	
  	
  In	
  this	
  scenario,	
  
a	
  local	
  user	
  will	
  be	
  configured	
  but	
  remote	
  users	
  associated	
  with	
  LDAP	
  can	
  be	
  configured	
  as	
  well.	
  	
  To	
  
configure	
  a	
  local	
  user	
  on	
  the	
  FortiAuthenticator,	
  follow	
  the	
  procedure	
  below:	
  

1. Navigate	
  to	
  “Authentication	
  |	
  User	
  Management	
  |	
  Local	
  Users”	
  

	
  
Figure	
  15.	
  –	
  Screenshot	
  of	
  “Local	
  Users”	
  section	
  in	
  FortiAuthenticator	
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2. Click	
  “Create	
  New”	
  

	
  
Figure	
  16.	
  –	
  Screenshot	
  of	
  “Create	
  New”	
  button	
  for	
  Local	
  Users	
  in	
  FortiAuthenticator	
  
	
  

3. Fill	
  out	
  applicable	
  user	
  information	
  

	
  
Figure	
  17.	
  –	
  Screenshot	
  of	
  “Create	
  New	
  Local	
  User”	
  on	
  FortiAuthenticator	
  
	
  

4. Click	
  OK	
  
*Please	
  Note:	
  The	
  default	
  options	
  set	
  for	
  the	
  user	
  are	
  all	
  that	
  is	
  needed	
  for	
  this	
  particular	
  
scenario*	
  

Configuring  End  User  Certificates  on  FortiAuthenticator  
The	
  certificate	
  created	
  locally	
  on	
  the	
  FortiAuthenticator	
  will	
  be	
  associated	
  with	
  the	
  local	
  user.	
  	
  It	
  is	
  
important	
  to	
  note	
  that	
  the	
  Common	
  Name	
  (CN)	
  must	
  match	
  the	
  username	
  exactly	
  of	
  the	
  user	
  that	
  is	
  
registered	
  in	
  the	
  FortiAuthenticator	
  (i.e.	
  “eap-­‐user”	
  in	
  this	
  case).	
  	
  To	
  create	
  a	
  corresponding	
  certificate	
  
for	
  the	
  user,	
  follow	
  the	
  steps	
  below:	
  

1. Navigate	
  to	
  “Certificate	
  Management	
  |	
  End	
  Entities	
  |	
  Users”	
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Figure	
  18.	
  –	
  Screenshot	
  of	
  the	
  “Users”	
  certificate	
  section	
  in	
  FortiAuthenticator	
  

2. Click	
  “Create	
  New”	
  

	
  
Figure	
  19.	
  –	
  Screenshot	
  of	
  “Create	
  New”	
  button	
  in	
  FortiAuthenticator	
  
	
  

3. Fill	
  in	
  the	
  applicable	
  information	
  to	
  map	
  the	
  certificate	
  to	
  the	
  correct	
  user	
  (example	
  in	
  
screenshot	
  below):	
  

	
  
Figure	
  20.	
  –	
  Screenshot	
  of	
  “New	
  User	
  Certificate”	
  dialog	
  on	
  FortiAuthenticator	
  
	
  

4. Confirm	
  that	
  certificate	
  was	
  successfully	
  created	
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Figure	
  21.	
  –	
  Screenshot	
  of	
  newly	
  created	
  certificate	
  in	
  FortiAuthenticator	
  

FortiGate  
Creating  RADIUS  Client  on  FortiOS  
In	
  order	
  to	
  proxy	
  the	
  authentication	
  request	
  from	
  the	
  wireless	
  client,	
  the	
  FortiGate	
  will	
  need	
  to	
  have	
  a	
  
RADIUS	
  server	
  to	
  submit	
  the	
  authentication	
  request	
  to.	
  	
  This	
  is	
  achieved	
  by	
  configuring	
  a	
  RADIUS	
  server	
  
to	
  be	
  used	
  in	
  the	
  FortiGate.	
  	
  To	
  do	
  this,	
  follow	
  the	
  procedure	
  listed	
  below:	
  

1. Log	
  into	
  FortiGate	
  WebGUI	
  with	
  administrative	
  user	
  account	
  
2. Navigate	
  to	
  “User	
  &	
  Device	
  |	
  Authentication	
  |	
  RADIUS	
  Servers”	
  

	
  
Figure	
  22.	
  –	
  Screenshot	
  of	
  “RADIUS	
  Servers”	
  section	
  in	
  FortiGate	
  WebGUI	
  
	
  

3. Click	
  “Create	
  New”	
  
4. Complete	
  the	
  applicable	
  information	
  for	
  the	
  RADIUS	
  server	
  (example	
  in	
  screenshot	
  below):	
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Figure	
  23.	
  –	
  Screenshot	
  of	
  RADIUS	
  configuration	
  on	
  FortiGate	
  WebGUI	
  
	
  

5. Click	
  “OK”	
  to	
  save	
  the	
  configuration	
  

Creating  WiFi  SSID  on  FortiGate  
In	
  order	
  for	
  the	
  client	
  to	
  connect	
  using	
  its	
  certificate	
  a	
  SSID	
  has	
  to	
  be	
  configured	
  on	
  the	
  FortiGate	
  to	
  
accept	
  this	
  type	
  of	
  authentication.	
  	
  To	
  configure	
  this,	
  follow	
  the	
  instructions	
  listed	
  below:	
  

1. Navigate	
  to	
  “WiFi	
  Controller	
  |	
  WiFi	
  Network	
  |	
  SSID”	
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Figure	
  24.	
  –	
  Screenshot	
  of	
  SSID	
  section	
  in	
  FortiGate	
  WebGUI	
  
	
  

2. Click	
  “Create	
  New”	
  
3. Create	
  the	
  applicable	
  WiFi	
  settings	
  (example	
  shown	
  in	
  screenshot	
  below):	
  

	
  
Figure	
  25.	
  –	
  Screenshot	
  of	
  WiFi	
  configuration	
  parameters	
  in	
  FortiGate	
  WebGUI	
  
*Please	
  Note:	
  	
  EAP-­‐TLS	
  is	
  only	
  supported	
  in	
  WPA/WPA2	
  Enterprise	
  security	
  mode*	
  
	
  

4. Click	
  “OK”	
  to	
  save	
  

Windows  7  PC  Configuration  
Exporting  certificate  from  FortiAuthenticator  
In	
  order	
  for	
  the	
  client	
  to	
  use	
  the	
  certificate	
  for	
  authentication	
  to	
  the	
  FortiAuthenticator,	
  the	
  user	
  
certificate	
  created	
  in	
  the	
  FortiAuthenticator	
  must	
  first	
  be	
  exported.	
  	
  To	
  do	
  this,	
  follow	
  the	
  instructions	
  
listed	
  below:	
  

1. Login	
  to	
  the	
  FortiAuthenticator	
  with	
  administrative	
  credentials	
  
2. Navigate	
  to	
  “Certificate	
  Management	
  |	
  End	
  Entities	
  |	
  Users”	
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Figure	
  26.	
  –	
  Screenshot	
  of	
  the	
  “Users”	
  certificate	
  section	
  in	
  FortiAuthenticator	
  

3. Click	
  the	
  checkbox	
  beside	
  the	
  certificate	
  to	
  import	
  |	
  Click	
  “Export	
  PKCS#	
  12”	
  

	
  
Figure	
  27.	
  –	
  Screenshot	
  of	
  export	
  certificate	
  button	
  in	
  FortiAuthenticator	
  
	
  

4. In	
  the	
  “Export	
  User	
  Certificate	
  and	
  Key	
  File”	
  type	
  a	
  password	
  in	
  the	
  “passphrase”	
  (i.e.	
  “fortinet”)	
  
that	
  will	
  be	
  used	
  when	
  importing	
  the	
  certificate	
  into	
  Windows	
  7	
  PC	
  

	
  
Figure	
  28.	
  –	
  Screenshot	
  of	
  passphrase	
  in	
  the	
  “Export	
  User	
  Certificate	
  and	
  Key	
  File”	
  section	
  of	
  
FortiAuthenticator	
  
	
  

5. Click	
  “OK”	
  
6. Click	
  “Download	
  PKCS#	
  12	
  file”	
  to	
  pull	
  this	
  certificate	
  local	
  to	
  your	
  PC	
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Figure	
  29.	
  –	
  Screenshot	
  of	
  the	
  “Download	
  PKCS#	
  12”	
  certificate	
  section	
  on	
  FortiAuthenticator	
  

7. Click	
  “Finish”	
  

Importing  certificate  into  Windows  7  
Once	
  the	
  certificate	
  has	
  been	
  exported,	
  they	
  can	
  be	
  imported	
  to	
  be	
  used	
  during	
  authentication	
  to	
  the	
  
wireless.	
  	
  To	
  do	
  this,	
  follow	
  the	
  instructions	
  listed	
  below:	
  

1. On	
  the	
  Windows	
  7	
  PC,	
  double-­‐click	
  the	
  recently	
  downloaded	
  certificate	
  from	
  the	
  
FortiAuthenticator	
  (this	
  should	
  launch	
  the	
  “Welcome	
  to	
  Certificate	
  Import	
  Wizard”	
  as	
  shown	
  in	
  
the	
  screenshot	
  below:	
  

	
  
Figure	
  30.	
  –	
  Screenshot	
  of	
  “Certificate	
  Import	
  Wizard”	
  
	
  

2. Click	
  “Next”	
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3. Make	
  sure	
  the	
  correct	
  certificate	
  is	
  shown	
  in	
  the	
  “File	
  Name”	
  section	
  in	
  the	
  “File	
  to	
  Import”	
  page	
  
|	
  Click	
  “Next”’	
  

	
  
Figure	
  31.	
  –	
  Screenshot	
  of	
  the	
  “File	
  to	
  Import”	
  section	
  

4. Type	
  the	
  “password”	
  created	
  on	
  the	
  FortiAuthenticator	
  during	
  the	
  export	
  of	
  the	
  certificate	
  |	
  
Click	
  “Mark	
  this	
  key	
  as	
  exportable”	
  |	
  Leave	
  remaining	
  defaults	
  |	
  Click	
  “Next”	
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Figure	
  32.	
  –	
  Screenshot	
  of	
  the	
  “password”	
  section	
  of	
  the	
  certificate	
  import	
  wizard	
  
	
  

5. In	
  the	
  “Certificate	
  Store”	
  choose	
  the	
  “Place	
  all	
  certificates	
  in	
  the	
  following	
  store”	
  |	
  Click	
  
“Browse”	
  |	
  Choose	
  “Personal”	
  |	
  Click	
  “Next”	
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Figure	
  33.	
  –	
  Screenshot	
  of	
  “Certificate	
  Store”	
  section	
  of	
  the	
  certificate	
  import	
  wizard	
  
	
  

6. Click	
  “Finish”	
  
*Please	
  Note:	
  You	
  will	
  get	
  a	
  dialog	
  box	
  to	
  confirm	
  if	
  the	
  certificate	
  import	
  was	
  successful*	
  

Configuring  Wireless  Profile  to  use  Certificate  
After	
  the	
  certificate	
  has	
  been	
  successfully	
  imported	
  into	
  the	
  Windows	
  7	
  PC,	
  the	
  wireless	
  profile	
  has	
  to	
  
be	
  configured	
  to	
  use	
  this	
  certificate	
  when	
  performing	
  authentication.	
  	
  To	
  do	
  this,	
  follow	
  the	
  instructions	
  
listed	
  below:	
  

1. Create	
  a	
  new	
  wireless	
  connection	
  with	
  the	
  SSID	
  of	
  your	
  wireless	
  
2. Modify	
  the	
  newly	
  created	
  connection	
  with	
  the	
  security	
  configuration	
  options	
  shown	
  in	
  the	
  

screenshot	
  below:	
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Figure	
  34.	
  –	
  Screenshot	
  of	
  Wireless	
  Network	
  properties	
  for	
  SSID	
  
	
  

3. Click	
  on	
  “Settings”	
  and	
  set	
  the	
  configuration	
  parameters	
  shown	
  in	
  the	
  screenshot:	
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Figure	
  35.	
  –	
  Screenshot	
  of	
  the	
  “Settings”	
  configuration	
  
*Please	
  Note:	
  For	
  simplification	
  purposes,	
  the	
  “Validate	
  server	
  certificate”	
  has	
  been	
  disabled	
  
but	
  EAP-­‐TLS	
  allows	
  the	
  client	
  to	
  validate	
  the	
  server	
  as	
  well	
  as	
  the	
  server	
  validate	
  the	
  client.	
  	
  To	
  
enable	
  this,	
  you	
  will	
  need	
  to	
  import	
  the	
  CA	
  from	
  the	
  FortiAuthenticator	
  to	
  the	
  Windows	
  7	
  PC	
  
and	
  make	
  sure	
  that	
  it	
  is	
  enabled	
  as	
  a	
  “Trusted	
  Root	
  Certification	
  Authority”.	
  
	
  

4. Click	
  “OK”	
  
5. Click	
  “OK”	
  

The	
  configuration	
  for	
  the	
  Windows	
  7	
  PC	
  has	
  been	
  completed	
  and	
  the	
  user	
  should	
  be	
  able	
  to	
  
authenticate	
  to	
  the	
  wireless	
  via	
  the	
  certificate	
  without	
  using	
  username	
  and	
  password.	
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Appendix  A:  Verifying  Login  via  FortiAuthenticator  Logs  
When	
  the	
  user	
  attempts	
  to	
  authenticate	
  to	
  wireless	
  using	
  the	
  certificate,	
  they	
  will	
  have	
  a	
  specific	
  log	
  
entry	
  in	
  the	
  FortiAuthenticator.	
  	
  Below	
  is	
  a	
  screenshot	
  of	
  the	
  log	
  entry	
  displaying	
  a	
  valid	
  logon	
  attempt	
  
into	
  the	
  wireless	
  from	
  a	
  client	
  using	
  a	
  certificate	
  for	
  authentication.	
  

	
  

Figure	
  36.	
  –	
  Screenshot	
  of	
  FortiAuthenticator	
  logs	
  showing	
  successful	
  authentication	
  using	
  certificate	
  

	
  


